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1. Introduction

1.1. General Information
International holding Group LB has been founded more 20 years ago and unites leading developers and

manufacturers of security systems. Group LB has its divisions in Europe, Asia and on the American continent.

The Russian division of Group LB holding is dynamic team of professionals that started its work in 1986. We
have brought to the market a new vision on the creation of security systems. Each solution in our line of products

represents the most advanced equipment in the world in its class to solve our Customer’s problems.

The Russian division has many years of experience working in Russia and CIS countries and has deployed

numerous security systems for large high profile enterprises. Among the division’s customers are:
OAO «NK ROSNEFT» (Russia), OAO «LUKOIL» (Russia), OAO «GMK Norilsk Nickel» (Russia),
Russian Ministry of Defense, OAO «Russian Railroads»,
Airport «Shermetyevo» (Russia), Airport «Vnokovo» (Russia), Airport «lvanovo-Ujnuy» (Russia),
Taganrog Beriev Aircraft Scientific and Technical Complex (Russia),
Russian State Atomic Energy Corporation «Rosatom»,

Aramco of Saudi Arabia, Pemex Inc (Mexico).

1.2. System Overview
WaveControl® is modern and effective pipeline wave leak detection system (WLDS) for oil/gas/energy

enterprises and organizations.
WaveControl® WLDS provides:
Automatic control of integrity of pipelines located above and underground, as well as subsea pipelines.

Detection of leaks in gas and liquid pipelines that occur due to physical wear and corrosion, technological

disasters, landslides and seismic activity.

Detection of unauthorized taps into the pipelines and theft of gas and liquid products.

Prevention of possible technological and ecological disasters due to leakage of large quantities of product.
Continuous operation and detection of leaks during outage or sabotage of communications.

Ability to automatically activate cut-off valves and isolate damaged sections of pipeline in the event of leak

detection.

Reliable operation and precise readings in a wide range of climates with temperatures from -40° to
+700 .
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1.3. Operating Principles

WaveControl® WLDS is based on the principle of detection and identification of pressure waves that occur in

pipelines during leaks. When the hole forms, product escapes in the form of a high velocity jet. The product loss

produces negative pressure waves (Figure 1) which propagate in both directions within the pipeline with the

following characteristics:

the pressure waves travel over long distances because pipeline’s walls guide the waves' fronts;

pressure waves propagate in the product at the speed of sound,;

product loss is detectable due to the generated negative pressure waves;

the amplitude of the pressure waves increases with leak size.
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Figure 1: Examples of negative pressure waves produ

ced due to fluid loss during a leak

These pressure waves are analyzed by the local and central controllers and pass multiple levels of special

filters and algorithms. WaveControl® WLDS detects small leaks quickly and provide means of limiting total product

loss.

1.4. Advantages

Operating principles of WaveControl® WLDS give the system the following advantages:

very quick leak detection time;
very accurate localization of leaks;
high level of sensitivity;

high level of reliability in noisy environments.

The above advantages give WaveControl® WLDS the ability to localize leaks in the pipelines with accuracy of

approximately +/-50 meters and at the same time ensure a very low level of false alarms of less than one per year.

The detection of a leak generally occurs within the 30 — 60 seconds from the time of the event and the system can

detect leaks as small as 2,5 mm in diameter. For real pipelines such leak would comprise less than 1% of total flow

of product. The system can be installed on pipelines located above and below ground, as well as on subsea

pipelines.
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2. System Configuration

Figure 2-1 shows a typical block diagram of WaveControl® WLDS. The local controllers and pressure sensors
are installed at predetermined sites along the pipeline. It is important to note, that each local controller works
independently from the rest of the local controller installed in the system. The local and central controllers
communicate by TCP/IP protocol via a wide variety of communication channels such as wired, radio or satellite
communications. During outage or sabotage of communications the system continues to operate and detects leaks
because each local controller continues to analyze incoming data and archives any detected events for later
transmission to the central controller. The central controller processes information from connected local controllers
and sets their operational parameters. Each local and central controller is equipped with the global positioning
system (GPS) receiver and the time provided by GPS is used to synchronize the operations of the whole system.
The central computer runs custom HMI and SCADA software and is used for the administration of the whole
system. The WaveControl® WLDS can be integrated with existing SCADA systems via OPC protocol or other

standard protocols.

WaveControl® WLDS Block Diagram

Existing WaveControl WaveControl
GPS SCADA System Central Controller Central Computer GPS

Firewall |

WAN or Internet

WaveControl T et WaveControl
Local Controller — Local Controller, “~Local Controller
Pressure Pressure -, Pressure Prassure \
Sensors Sensors Sensors Sensors ?
Source Station Middle Station Destination Station

Figure 2-1: Block diagram of a WaveControl ® WLDS
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2.1. WaveControl® Local Controller and Sensors

The local controllers and pressure sensors are installed on the pipeline at or near predetermined sites along
the pipeline (such as pumping stations, reservoir parks, cut off valves, etc). The system utilizes pressure sensors
with low inertia which are connected to the local controllers via 4-20 mA current loop. In addition, isolation barriers
are used to make these connections intrinsically safe. The sensors are installed on the pipeline in pairs in order to
create a directional filter that is used to determine the direction of the pressure waves. These directional filters
allow filtering of pressure waves that are generated by the technological processes during regular pipeline
operations. At the same time these filters allow to correctly identify pressure waves that are generated by leaks
located in the protected sections of the pipeline. Picture 2-1 shows local controller along with pressure sensor and
isolation barriers.

LOCAL CONTROLLER

Picture 2-1: WaveControl ® local controller along with pressure sensor and is olation barrier

The pressure in the pipeline is continuously measured by pressure sensors and obtained pressure values are
transmitted to the local controllers where they are digitized at 1000 Hz. Statistical analysis of the aggregate
pressure trends is used to detect pressure wave drops. During processing, pressure trends are smoothed and
averaged to a frequency of 20 Hz. Statistical processing of the stream of averaged pressure values is used to
construct the pressure trend signal function of the pressure drop and the threshold function. Here, known
information is used about the pressure wave drop that propagates in both directions from the leak with velocity that
is near to the speed sound in the given product. Next, the pressure wave drop is compared to the signal and
threshold functions. If the signal exceeds the threshold, then a decision is made that a pressure wave drop has
passed through the pressure sensor and the time of passage is recorded based on the GPS clock. If the wave is
detected by two sensors, then its direction is determined. Finally, the message about detected event is sent to the
WaveControl® central controller for further analysis.
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2.2. WaveControl® Central Controller

The central controller (Picture 2-2) receives and processes information from connected local controllers, as well
as monitors their status and controls their operational parameters.
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Picture 2-2: WaveControl ® central controller

The central controller analyzes and applies additional filters to the data received from the local controllers

From this information central controller determines whether or not a leak has occurred. If a leak has been detected
then the central controller calculates the location of the leak.

In turn central controller sends information to the central computer equipped with custom HMI and SCADA

software. If required the same system information can be sent to external SCADA systems via OPC protocol or
other standard protocols.

LB Sky Global is a member of Group LB holding
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2.3. WaveControl® Central Computer

The WaveControl® central computer runs custom HMI and SCADA software which is used to administer the

whole system and report to the operator detected leak events.

2.4. WaveControl® Local and Central controllers Sp  ecifications

The local and central controllers can be mounted standalone or in a standard 19 inch rack. If installing
outdoors, then these units must be mounted in weather tight enclosures. Climate control is not required, based on
the following specification:

Parameter Value

Operating Temperature -40°C to +70°C

Storage Temperature -40°C to +70°C

Relative Humidity 10% to 90% (non-condensing)
Input Voltage 9to 35V DC

Power Consumption 20 W (maximum)
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3. System Operation

3.1. Determination of Leak Location

Leak location (X) is determined by the central controller based upon differences between times of arrival of
pressure waves fronts at two local controllers high speed pressure sensors which are located on pipeline. The
different arrival times (T1 and T2) of the pressure waves fronts at respective sites are represented by the difference
in GPS timestamps in two local controllers. On board clocks of local controllers are synchronized each second by
the GPS receiver. This information along with knowledge of total length (L) of pipeline protected section and the
propagation velocity (V) of the pressure wave is sufficient for computation of leak location. The following diagram

(Figure 3-1) shows how the leak location is calculated by the system.

Figure 3-1: WaveControl® WLDS Leak Location Calculat  ion Diagram

3.2. Automatic Correction of Pressure Wave Velocit vy

Theoretically, the velocity of wave propagation (V) is constant and is equal to the speed of sound in the
pipeline's product. However, in reality the velocity is affected by many variable factors such as temperature,
pressure and density of the product, as well as resistivity of pipe's material. As the result, it is very important to
account for any such deviations and correct propagation velocity of the pressure wave in order to precisely

calculate the location of the leak (X).

LB Sky Global is a member of Group LB holding 9
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The central controller automatically and continuously calculates the propagation velocity by detecting “passing
through” waves that move from outside of the protected areas. When such a wave is detected by one of the local
controllers the search is made for an appropriate wave registered by another local controller. If the times of these
events may correspond to one wave, then hypothesis is tested that this is one “passing through” wave and the
calculation is made about its velocity V = L/(T1 — T2), where L - the length of the protected section of the pipeline,
T1 and T2 are the time of recording a pressure wave drop at the beginning and end of the protected section of the
pipeline. If the newly calculated value is determined to be different from the system's current value, then the system
can automatically update the currently used value with the newly calculated one, or the system can warn the
operator of the detected changes, thus allowing the operator to take appropriate actions such as manually

adjusting the propagation velocity or investigating the cause of the changes.

3.3. GPS Time Synchronization

The WaveControl® WLDS employ GPS receivers for time synchronization of the whole system. GPS uses a
constellation of 24 satellites orbiting the earth at a very high altitude. In order for GPS to do precise location it
requires very accurate timing between satellites and receivers. The time synchronization provided by the GPS
antenna is accurate to within +/-500 nanoseconds. This is well within the 1 millisecond accuracy required by the
WaveControl® WLDS.

3.4. Leak Declaration

Leak declarations are made by the central controller if the event information is received from at least two
relevant local controllers and if the event’s location is within an the protected section of pipeline. When a leak is
detected the central computer's customizable HMI and SCADA software shows the location of the leak on a

geographical map, as well as its coordinate, time and the date (Figure 3-2).
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Figure 3-2: Example of the WaveControl

® HMI and SCADA software
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3.5. Sensitivity Studies and Factory Acceptance Te  sting

In order to conduct sensitivity studies and to verify the correct operation and performance of the WaveControl®
WLDS during factory acceptance testing (FAT), Group LB has developed a special pipeline simulation complex
(Figure 3-3). This complex utilizes custom software for very accurately simulation of pipeline operation for any

given section or a whole network of pipelines. The custom software simulates virtual pipelines using:
Laws of balance (Mass balance, Force Balance).
Mathematical equations for pressure and flow.

Discrete computer model.

Figure 3-3: Block diagram of WaveControl® WLDS facto  ry acceptance test
The following steps are carried out during sensitivity studies and FAT verification:

1) Project data (from pipeline’s technical specifications provided via completed site survey) is programmed

into the pipeline simulation software.

2) After all parameters are entered, the simulation software begins to simulate the operations of the pipeline
and produces digital streams of data representing resulting pressures. At any point in time and at any given
location along the simulated virtual pipeline, the operator can trigger a simulated leak of variable size and
duration. If the leak is triggered, then the digital streams of simulated pressures will include the pressure waves

produced by the simulated leak.

3) Resulting streams of simulated pressures are then converted from digital signals into analog signals via
digital-to-analog converters. The produced analog signals have the same characteristics as signals produced

by the real high speed pressure sensors.

4) These analog signals are then fed via wires into the local controllers in place of signals from real pressure

Sensors.

5) From this point in time, WaveControl® WLDS works as though it is installed on a real pipeline and is
connected to real pressure sensors. As the result, the system performance and sensitivity can be tested to the

full extend.
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4. Terms and conditions of delivery, warranty and service

4.1. Delivery times

The delivery and installation times usually vary from 12 to 24 weeks from the time of pre-payment depending

on the complexity of the purchased system.

4.2. Conditions of work

All work is done in stages in according to a working calendar approved by the customer.

4.3. Conditions of warranty and post-warranty serv  ice

One year warranty is provided for all engineering and technical sub-systems of the WaveControl® WLDS.

Post-warranty service is carried out under terms of an additional agreement.
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